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DETAILED ACTION 
Claim Rejections - 35 USC §102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another filed in the United 
States before the invention thereof by the applicant for patent, or on an international application by another who 
has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this title before the invention 

thereof by the applicant for patent. 

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act of 1999 
(ATP A) do not apply to the examination of this application as the application being examined 
was not (1) filed on or after November 29, 2000, or (2) voluntarily published under 35 U.S.C. 
122(b). Therefore, this application is examined under 35 U.S.C. 102(e) prior to the amendment 
by the AIPA (pre-AIPA 35 U.S.C. 102(e)). 

2. Claims 1, 3, 15, 17 and 20 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Ram et al., "Ram" (U.S. Patent No. 5,941,969). 

With respect to claim 1, Ram discloses a disk unit ...comprising: 

disk storage media for storing data (Abstract, "Each FSP is also connected to one or more 
disk controllers which in turn manage one or more data storage device."; and 

a control unit having a memory for storing a function and function information relating to 
" execution of the function that are sent from the server, wherein said control unit executes the 
function in response to function execute request from the client computer and restricts, based on 
the function information, accesses for the data stored in said disk storage media during execution 
of the function (col. 1 lines 59-64, "The present invention relates to a bridge in a file server 
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which provides a direct link to data storage devices in satisfaction of data requests. The file 
server has one or more function-specific processors, including network processors (NPs) and file 
storage processors (FSPs) ..."); (col. 2 lines 9-16, "During operation, client requests are received 
and analyzed by NPs, and if acceptable, relayed to one of the FSPs which manages [through the 
use a control unit is inherent] a virtual file system [disk storage media] of mass storage devices 
connected to the FSP. The local FSP processor determines the location of a buffer on the 
requesting NP for storing data to be transmitted and instructs the disk controller [control unit] so 
that data retrieved by data storage devices is directly deposited into the buffer on the NP over the 
interconnect bus via the bridge."); (col. 2 lines 20-24, "Upon receipt of the instruction [Storing 
the function sent from the server in the memory is inherent.], the disk controller [control unit] 
causes data storage devices to retrieve the requested data [execute the function] and sends the 
result directly to the buffer of the requesting NP via the bridge. The requesting NP in turn 
packetizes the result and sends the packets to the requesting client."); (col. 7 lines 33-39, "... the 
metadata cache [memory] includes information on the type and access mode [Access restriction 
is inherent.] for'the file, the file's owner, the group access identifier, among others."); (col. 8 
lines 35-48, "The placement of the XOR engine 296 in the data path allows XOR operations to 
be performed on the fly without processor intervention [without server process] , thus improving 
RAID throughput and reducing the RAID write bandwidth load ... The access modes to the 
bridge buffer 230 that can be selected by address decoding include: Transparent(RAV) mode 
which is a transparent access to or from the entire bridge buffer 230. It can be used for 
diagnostic access or transferring unmodified data, [access control]"). 
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Claim 3 is rejected for the reasons set forth hereinabove for claim 1 and furthermore Ram 
discloses a disk unit wherein the function is a direct data transfer between the client and disk 
units without passing through the server (Abstract, "The bridge provides a path between the 
FSP's internal buses so that, for disk access requests, data from a particular data storage device 
may be sent by the disk controller via the bridge over the interconnect bus to the NP servicing 
the request . . ."); (col 2 lines 30-32, "... the bridge provides a direct path between the client and 
file storage processors which eliminates unnecessary intermediate data routing."). 

Claims 15 and 17 are similarly rejected on grounds corresponding to the reasons given 
above for claims 1 and 3. 

Claim20 is similarly rejected on grounds corresponding to the reasons given above for 
claim 1 . 

3. Claims 12, 13, 14 and 19 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Kanai et al, "Kanai" (U.S. Patent No. 5,862,403). 

With respect to claim 14, Kanai discloses a disk unit . . .comprising: 
disk storage media to store data (col. 1. 63-64, "The data memory devices 702 for storing 
the continuous data are usually provided in forms of disk device."); and 

a control unit, wherein said control unit receives function execute requests and user ID 
information from a client unit via a network and based on said user ED information, creates 
function information to restrict the access area for data stored in said storage media at each 
function execute request, and restricts the access area based on said function information (col. 1 
lines 59-60, "The central control device 10 [equivalent to a control unit] is a device for 
coordinating the control of the system as a whole ..."); (col. 13 line 66 - col. 14 line 2, "Thus, the 
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central control device may receive the access requests [function execute requests] either directly 
from the external of the apparatus, or through the communication control device 6."); (col. .14 
lines 9-14, u As the specification of the continuous data, besides the information for identifying 
each continuous data such as the continuous data name or ID code, . . . can be specified.' 1 ); ( c °l- 
14 lines 15-24, "In outline, the central control device 10 admits the access request [Access 
restriction is inherent.] for the continuous data from a user [In order for the central control device 
to admit the access request from a user, it is inherent that the request will be at least partially 
based on the user ED.] or an application program that is notified by means of a communication 
via a network,... etc., checks the data memory control device 4 and the communication control 
device 6 to be used in order to respond to that request, and issues to them commands [creates 
function information and passes over] for the operations necessary in transferring the requested 
continuous data [wherein access area restriction is inherent] from the communication path 
toward the specified transfer destination. ,, ). 

Claims 12, 13 and 19 are similarly rejected on grounds corresponding to the reasons 
given above for claiml4. 

Claim Rejections - 35 USC §103 
4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 
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5. Claims 2, 4, 5, 16 and 18 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Ram et al., "Ram" (U.S. Patent No. 5,941,969) and further in view of Bakow et al., "Bakow" (U.S. 
Patent No. 6,058,394). 

Claim 2 is rejected for the reasons set forth hereinabove for claim 1 and furthermore Ram 
teaches that the function is a process of data retrieval (col. 2 lines 20-21, "Upon receipt of the 
instruction, the disk controller causes data storage devices to retrieve the requested data..."). 
However Ram does not explicitly teach that the function is a selection or extraction process in a 
database. 

Bakow discloses a disk unit wherein the function is a selection or extraction process in a 
database (Abstract, "A query [analogous to a function] is executed in a computer to retrieve data 
from a database [selection or extraction process in a database] stored on a data storage device. 
Under control of a manager server, one of a plurality of agent servers [analogous to a control 
unit] is selected to execute the query . . . based upon connections between each agent server and a 
data source and a data target required for execution of the query."). 

It would have .been obvious to one having ordinary skill in the art at the time the 
invention was made to include the selection process in a database as disclosed by Bakow in the 
data retrieval process as disclosed in Ram so that the function executed by the control unit as 
disclosed in Ram may also include data selection or extraction from a database since it is a 
common practice that (Bakow col. 2 lines 4-6) a client computer transmits the request to the 
server computer, which retrieves the requested data from the database. One of ordinary skill in 
the art would be motivated to make the aforementioned combination with reasonable expectation 
of success. 
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Claim 4 is rejected for the reasons set forth hereinabove for claim 1 . However Ram does 
not explicitly disclose a list that indicates the accessible area, and wherein said control unit 
restricts accesses for the data based on the list. 

Bakow discloses a disk unit wherein the function information comprises a list that 
indicates the accessible area, and wherein said control unit restricts accesses for the data based 
on the list (Abstract, "A query [analogous to a function] is executed in a computer to retrieve 
data from a database stored on a data storage device. Under control of a manager server, one of 
a plurality of agent servers is selected to execute the query ..."); (col. 1 lines 47-48, "The 
definitions for SQL provide that a RDBMS should respond to a particular query with a particular 
set of data [In order for a particular set of data to be retrieved, it is inherent that a list of 
accessible area is included in the query.] given a specified database content ...")• 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to incorporate data access restriction based on a list of accessible area as 
disclosed in Bakow into the disk unit function as disclosed in Ram so that a particular set of data 
can be retrieved' through a RDBMS. (Bakow, col. 1 lines 47-49). One of ordinary skill in the art 
would be motivated to make the aforementioned combination with reasonable expectation of 
success. 

Claim 5 is rejected for the reasons set forth hereinabove for claim 4 and furthermore. 
Ram disclose a list comprising attributes, such as read, and write, related to access restriction 
during function execution (col. 8 lines 43-48, "The access modes to the bridge buffer 230 that 
can be selected by address decoding include: Transparent(R/W) mode which is a transparent 
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access to or from the entire bridge buffer 230. It can be used for diagnostic access or transferring 
unmodified data.") 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to incorporate data access restriction attributes mode as disclosed in Ram 
into the data access restriction based on a list of accessible area as disclosed in Bakow because 
the access mode is part of the file management information needed by metadata cache to support 
both multiple file allocation and random access (Ram, col. 7 lines 27-35). One of ordinary skill 
in the art would be motivated to make the aforementioned combination with reasonable 

expectation of success. 

Claims 16 and 18 are similarly rejected on grounds corresponding to the reasons given 

above for claims 2 and 4. 

6. Claims 7, 8, 9, 10 and 1 1 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Ram et al., "Ram" (U.S. Patent No. 5,941,969) and further in view of Delo et al., "Delo" (U.S. 
Patent No. 6,363,499). 

Claim 7 is rejected for the reasons set forth hereinabove for claim 1 and furthermore Ram 
discloses a disk unit wherein the control unit monitors whether execution of the function was 
performed successfully (col. 2 lines 20-23, "Upon receipt of the instruction, the disk controller 
causes data storage devices to retrieve the requested data and sends the result directly to the 
buffer of the requesting NP via the bridge [In order for the disk controller to send the result 
directly to the buffer of the requesting NP, monitoring is inherent.]"). However Ram does not 
explicitly teach a process of restoring data stored in said disk storage media to its state prior to 
execution of said function in the case that execution of the function was not successful. 
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Delo discloses a process of restoring data stored in said disk storage media to its state 
prior to execution of said function in the case that execution of the function was not successful 
(col. 16 lines 14-18, "However, once the user decides not to ignore the error, or that the retry is 
nor working, then the user must choose cancel on an error dialog box [user command], at which 
point the user is warned that "rollback " is about to occur and then "rollback " occurs 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to incorporate the process of execution failure recovery as disclosed by Delo 
into the function execution monitoring process as disclosed in Ram to maintain data integrity in 
case of execution failure. One of ordinary skill in the art would be motivated to make the 
aforementioned combination with reasonable expectation of success. 

Claim 9 is rejected for the reasons set forth hereinabove for claim 7 and furthermore Ram 
discloses a disk unit wherein said control unit does not overwrite non-updated data with data 
updated from the function execution, until the execution of the function is complete, (col 7 lines 
23-27, "In the bridge buffer 230, a memory buffer is partitioned into a metadata cache and a 
write cache, among others. The write cache buffers [wherein updated data are stored first] writes 
to the disk drives and thus enhances performance, since memory writes are a magnitude . . . faster 
than disk writes [It is inherent that the updated data will be saved in the write cache memory 
buffer first and when- the execution is over, the write cache will then write the memory updates to 
the disk, wherein the data has not been updated until this time.]"). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to incorporate the data update method as disclosed by Ram into the data 
status restoring process as disclosed in Delo to enhances performance, since memory writes are a 
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magnitude ... faster than disk writes. One of ordinary skill in the art would be motivated to 
make the aforementioned combination with reasonable expectation of success. 

Claims 8 and 10 are similarly rejected on grounds corresponding to the reasons given 
above for claims 7 and 9. 

Claim 1 1 is similarly rejected on grounds corresponding to the reasons given above for 
claim 9. 

7. Claims 6, are rejected under 35 U.S.C. 103(a) as being unpatentable over Ram et al. 5 
"Ram" (U.S. Patent No. 5,941,969), in view of Bakow et al., "Bakow" (U.S. Patent No. 6,058,394) 
and further in view of Fong (U.S. Patent No. 6,292,879). 

Claim 6 is rejected for the reasons set forth hereinabove for claim 4. However the 
combination of Ram and Bakow does not explicitly disclose a disk unit wherein said control unit 
abnormally terminates execution of the function in the case that an access occurs in violation of 
the access restriction. 

Fong discloses a access control method wherein said control unit abnormally terminates 
execution of the- function in the case that an access occurs in violation of the access restriction 
(col. 4 lines 22-27, "If access is violated, a protection fault results, and the program will not be 
allowed to continue its execution. FIG. 4 illustrates a method for checking operand data accesses 
using operand descriptors and terminating a process if access is violated."). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to incorporate the access violation handling process as disclosed in Fong 
into the data access restriction based on a list of accessible area as disclosed in Bakow so that 
when access violation occurs the process will be terminated for protection violation (Fong , col. 
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4 lines 5-7). One of ordinary skill in the art would be motivated to make the aforementioned 
combination with reasonable expectation of success. 



The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

Thorsen, U.S. Patent 6,052,688: Access to data items and objects is controlled through 
the access structure independently of the data input or output method, data storage format or data 
storage relations. 



Conclusion 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, KIM VU can be reached on (703) 305-4393. The fax phone numbers for the 
organization where this application or proceeding is assigned are 703-746-7239 for regular 
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should be directed to the receptionist whose telephone number is 703-305-3900. 



G.L. 

July 5, 2002 




TECHNOLOGY CENTER 2100 



